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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Purpose

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking APIs Release 18.3.0.0.0, refer to the following
documents:

e Oracle Banking APIs Licensing Guide
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Purpose

2. Purpose

OBAPIs 18.3 provides interface for Chatbot module, integrated with IBCS out of the box. It
provides end users a chat interface to interact with the bank. Transactions like balance enquiry,
fund transfers to payees, enquiring about banking products and details of ATM/Branches can be
achieved through chat. This document provides steps to setup OBAPIs chatbot module with
IBCS. The prerequisites include —

e IBCS setup

e  Facebook credentials (optional)
Home
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3. Topology

Stores session information (DIGX_CB_SESSION)
Stores JWT, JSESSIONID, OBDX userid, first & last login details

OBDX Custom Webhook
Mobile

App <

Webhook as exposed
by IBCS

Intelligent Bot Cloud Ichatbot - ngrok (as component)

Service (IBCS)

Chat Client
(F; )

Ichatbot - ngrok

OBDX App Server (REST)
JWT Asserter

I'digx

Senfls JWT to fetch JSESSION

Invokes FB Rest to show ‘typing' message
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Ichatbot —

Topology
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Asserts J'Nl"lo populate javax_security. auth. Subject
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Facebook Configurations

4. Facebook Configurations

Create a Facebook account for the Bank

1. Login to Facebook with credentials.
2. Create a new page
€ C | @ Secure | hitps//www.facebook.com, ot Q [ -] o
O o Pages +Create a Page Sugge ‘“Mu‘w o
e =
S o |
3. Navigate to developer link and create an application as shown below
“« C . " facebaok, * o (-] O
faceboak for developers Products  Does  Tools&Support  News  Videss e My Apps * WY
. [+ aranenno |

. Oigx-Collaboration

. OAMApplication & . 0BOX Dev
@ g 1D 150450718651 419 @ App 10 1120255724746583

osoxsot - 0
App 1D 108121892 1982568

4, Navigate to dashboard page and note the app secret
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ttps://developersfacebook.com,

B oot

APP ID: 1081218921982568 * View Analytics
Dashboard

Settings Dashboard

OBDXBot

App 1D

V28 1081218921982568

Facebook Login

Messenger

781e5dd5b5d2feb2cle 181314697040
Webhooks

+ Add Product

Facebook Analytics

Set up Analytics

Facebook Login

Active Login Users  Trend

—

Facebook Configurations

o Introducing Messenger As an Ad Destination

Try Demo.

Navigate to Messenger > Settings page from left panel and in token generation section

select the page created previously. Note the page access token.

Increase Traffic to Messenger

Get startea

Facebook Login
Messenger
Token Generation
Webhooks

+ Agd Product

oBOX +

Webhooks

ents | setocta Page ¢

Aop Review for Messenaer

In the webhook section select the events
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Facebook Configurations

€ - © |8 Securs | hutps/jdaveloparsfacabaok.com/apps /1081218921 982568 /messenger

Edit Page Subscnption Fields

# messages ¥ massaging_posibacks # messaging opting

+ message_deliverios + mossage_roods + mussaging_payments

P R p— + massaging. sccount_inking

# messaging refosrals. « massage_achos

7. Navigate to Webhook > Edit Subscription

Edit Page Subscription

Callback URL

narck

ety Token

Token that Facebook wil echo back 1o you as part of callback URL verification.

Cancr | Remore suscronn

itpsy/cevelopers facebook.com/apps/ 108121892 1982568/ webhooks/&

8. Add the IBCS URL here.

IBCS URL should be available on the internet for Facebook to get access. This URL is
obtained from below screen in IBCS. The verify token is also obtained here.
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€ ' C | ® Notsecure | dncp-in-ofss-10-180-56-183:

ORACLE' Mobile Cloud Enterprise

Facebook Configurations

Validate

General  Channels  Component Services

+ Chann:

Jo-
X
® s
F system_Bot Test
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Channei Type
@ ° Page Access Token

@ " Aop Secret

y Token

Webhook URL

Session Expiration (minutes

Channel Enabled

Reset Sessions

Facebook Messenger

Reset

Reset

JUUYALIUKTGPds Reset

MII9BVIAGIZD

12://bots-connectors=B0D0/ connectors/y /lenants/Sc62a414-e2d0-451d-b6a2-8ca3b9c09 160/ isteners/facebook/ channels/SFEAS2D2-AASS 4398 B1E5-0102T8TAS ST

60 v Default

| @

10



IBCS Configurations

4.1 IBCS Configurations

1. Login to IBCS and import the OBAPIs bot shipped with OBAPIs installer. This is a zip (OBAPIs
183.zip) file obtained in the installer in OBAPIS_Installer/installables/chatbot/config directory.
Import this by clicking the “Import Bot” on IBCS dashboard.

ORACLE nteligent fots Service 'y

ge 0@ (/]
DE WR E
ae oe (1] o
[
2. Click on the OBAPIs Bot
ORACLE intelligent Bots Service Q -

| [ X
3. Update the Page access token and App Secret created previously in Facebook console.
4. Navigate to Webhook and enter the OBAPIs URL here. The OBAPIs setup and the IBCS setup

must be accessible over Internet.
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IBCS Configurations

€« C | ® Notsecure | dhcpein-ofss-10-180-58.183:8080, 3F576C41-D4B5-4384-0424-6556 1939E9EA/setting * o (- -] 0

ORACLE Mobile Cloud Enterprise Q '

OBDXComponents

0BDXComponents
TURL | htps//4169602f ngrokio/chatbot/v/components
® Bas
User Nam hant:
* Pas:

» HTTP Headers

chce-n-ofss-10-180-54- 1838080 botsui/b ol 3FSTECAT-DABS - 4384-9A24- E5SE193060A scttinas

5. Add username/password (in HTTP Basic authorization) of any user with Administrators role which
can be used to login in OBAPIs Weblogic server.
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OBAPIs Server Configurations

4.2 OBAPIs Server Configurations
Ensure that below applications are running on OBAPIs server

e com.ofss.digx.infra.channel

e com.ofss.digx.chatbot

In chatbot.properties in com.ofss.digx.chatbot.ear > com.ofss.digx.chatbot.jar, enter the base
URL of the OBAPIs server where DIGX application is running.

Note: Enter the Weblogic port. If using OHS, that should not be patched with Webgate

If the server needs proxy to connect to internet, enter proxy details here else leave them blank.
This call is required for the chatbot to display the typing.. icon in chat. The connection is directly
from OBAPIs Chatbot application to Facebook. The access token of the Facebook page is also
required here (which is generated on Facebook console in step 3e).
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OBAPIs Server Configurations

B
Local Mk Ehes Commands Session Qptions Remote Help 2
B F S smchvonce B QP B @ 0 G Cueue + | Trnder Sentings Defautt -

4| [ | B comeoigeshatootesta?p R - TP mehiv, npocked sce 155 58 wyes

See  Packd Type Modified aneaz
Fie foider
File ok
Fie fokder

2 DoseETEC

= 281 PROPERTIES File
7568 a3 1318 PAOPERTIS File - st
0w am 1251 PROFEKTESFle 7182075, 4I0EZS6
wowm  om

B View - chasboeprperies - o «x

Eie Gt Yiew Help
hascUri=http:ffafss 310717 In,arackc. com:701 |l g/
XGGeFEDi

idowph2suD1 K2 TZEIKT PeWEIgZDZD
praxylP=118.87.19.20

e A D O

praxyPartgn
[goagleAPIKey=AlzaSyCYFGuobwi7CTESBILF IqaRe S vIS 30
30 Selected 177,050 bytesin | e

0814201 KBinOof 19

Redeploy the ear after above changes.
Verification Steps

1. Check if OBAPIs server Chatbot application is running and accessible over the component URL
given to IBCS. Open a browser and enter the URL as entered in IBCS component services.

« C e v/ /41696021, ngrokso u o o0 o

2. Login to IBCS and click OBAPISBot > Test
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OBAPIs Server Configurations

€ ' C | ® dhcpeineofss-10.180-58-183:8080/b Ol/3F5T6CA1-DABS-43B4-9A24-65561939E9E t # a - -] 0

ORACLE' Mobile Cloud Enterprise e -

4 Description

Hi Marisa 1!

1 am ZigBank BoL. ready 1o help you with
for.

options.
Examples
Q-Product P o know
atitud a How can | help you today?
Help

Please provide your Mobile Number.

hccouns vaancd sena
Enquire about account balance
1. Login to Facebook > Navigate to the page and click > Send message
€« C | @ Secure ww.facebook.com/ZigBank- 1659157: 7035/ g * o (-} 0
I T & g -
Page inbox @ Notifications Insights. Publishing Tools Settings. Help

Seo AllPage Tips |7
Visual posts improve engagement

ZigBank

Create Page @Usemame

Home.

Posts

Photos

Shoy
» 3 jends to ke s Page
Videos v 13 people lke ths

Events This Week 3\ 13 people folow this
About 2L Pooka Thakoor and 1 otner ke this

Comity o 1024 11 seconds ™

IManage Promotions R oot s
A Reach even more people i India
| &)

T

Posts m 4

. ZigBank

18 AN e g | et Sartes o cha) s

2. Click Get Started in the chat window > You should receive welcome message from IBCS

3. Enquire about account balance > OTP should be received on the registered email address
of the party in core banking
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OBAPIs Server Configurations

ZigBank

il ZigBank o x
0 D -

Welcome Back Obebx i . Fiease provide your Mobile

Humber.
How can | help you today ?

|.. Just type ‘Help me’ if you
need 1o know the optons
— To verify your details, we

have sent One Time
Passward on your mobile

ALrmiber.
Please enter the password

| Please provide your Mobila .
. Mumbar. e,

Home
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OBAPIs Server Configurations

5. Custom Webhook Configuration in IBCS

1. In order to set up a channel apart from facebook, you need to add a custom webhook
2. Navigate to bots Ul-> bot’s add webhook form

« C  © 0553106865000 Loy (botid JE2062 140-47C9- BAD . 2403% 614FEC) Dot/ Wnings/channe s Hem;

Create Channel

3. Fill form with your details in “Outgoing Webhook URI” field put: https://bots-samples-
nodejs:3001/chat/bots/channel_id/messages and hit create button

4. Replace "channel_id" in "Outgoing Webhook URI" field with last parameter in url from
"Webhook URL" field.

Create Channel

* Name CustomWebhook

Description custom webhook

Channel Type Webhook A
* Outgoing Webhook URI https://bots-samples-nodejs:3001/chat/bots/D5289545-1308-4435-A

Session Expiration (minutes) &0 R Default

Channel Enabled ()
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OBAPIs Server Configurations

5. Open ‘Admin UI’ (e.g http://<ibcs host>:3000/chat/admin/) and create new channel with
"Secret Key" and "Webhook URL" from web hook form in bots Ul.

« C D Not secure | ofss310685: hat/admin/# /chan BEBS-JEE 5-4341769ABE | H e m

ORACLE Bot Cloud Service

= Channels

+ New Channel Hame
Chatigp
Chaty
& Chatagp Description
@ cragp17a Chatigp
Secrat Key

JALVNIEpZTSSNY J1SA0F ZVDPSaPOFFOK

Webhe:

conneciors B000iconnects

hiip: ienerstwebhookichannels/|BGATC 1086854 EEC-8095-43.

save

Home
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